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Executive Summary
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Why Collect Logs?
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Whatimportance do you place on each of the following reasons for collecting logs?

= 5 5 tyi | |
Detectitrack suspicious behavior (e.g., unauthorized access, insider abuse) | J

Support forensics analysis and correlation

Prevent incidents

Meetprove compliance with requlatory requiraments
Delact advanced persistent threat style malware

Support [T/network routine maintenance and operations

Meonitor and track application and system pedormance

Monitor services levelsilines of business application performance =

b
Manage/reduce costs for IT/secunty __
FS—— |

k Il
Support internal business processes (e.g., reperting, chargeback) * |

.
Understand and darive information about customer bahavior | E—

|
Other = ‘

® Notimportart mimportant = Critical

Figure 1. Why Collect Logs?
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Changes in Log Collection and Analysis
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To achievethe above, what is the primary method you use for collection, correlation and
analysis? Select the most appropriate.

OCollect data directly from hosts into a log
manager

B Collect logs from Syslog (UDP/TCP) intoalog
manager

@ Use agents to collect data from sources into a
log manager

Use Security Information Event Management
(SIEM) to corralate and analyze log data that is
collected by other means (e.g., logservers)

B Use SIEM to collect, correlate and analyze log
data

ONone of the above (Please comment)

Figure 2. Methods of Collecting and Analyzing Log Data
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