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" Customer Table )

First Name Last Name Account Number Key Index

Ron Crews 110111011001010101 | [ Key Lookup )
Hy Lee 011011000101001010 | Key Index | Key Name
Mary Christie olorraloatiriololol 2 | Key |
\[Krishna Patel L1011 101100100100 2 y, L 2 Key2 )

[B— : Data Structure Required to Maintain Multiple Active Keys
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@ Java XIS A, ERUOIETT

Cipher cipher = Cipher.getlnstance("AES/CBC/PKCS5Padding”, "SafeNetProvider");
SecretKey key = NAEKey.getSecretKey("KEY 1", session);

cipher.init(Cipher. ENCRYPT_MODE, key, new IvParameterSpec(iv));

byte[ ] ciphertext = cipher.doFinal("Hello World!".getBytes()):

Update the key name in line 2 above:

SecretKey key = NAEKey.getSecretKey("KEY2", session);

B _ : Code Required to Enable Multiple Active Keys
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Ciphertext created by non-versioned key:

QjIzMTE1OEVEMjQzMjMzNk YxREY2MTgyMjUyREEzNzkwQQ

Base 64 encoded ciphertext

Ciphertext created by using versioned key:

ajxd QIzMTE10EVEMjQzMjMzNKYxREYRMTSyMjUyREEzZNzZkwQQ

3 bytes metadata Base 64 encoded ciphertext

B = : Difference between Ciphertext created by non-versioned and versioned key
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